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METHODOLOGY

The simulation code executes a process 
where each client represents a "hospital.“ 
Loop ends when the last client takes in the 
data.

INTRODUCTION

Homomorphic encryption allows data to be transformed into 
encrypted form while still enabling mathematical operations to be 
performed directly on the encrypted data, without the need for 
decryption.

The purpose of this project is to provide a potential solution to combat 
the loss of patient privacy when their most valuable information are 
inputted into the healthcare system. Patients often lack control over 
their data once it enters the cloud, exposing them to risks such as 
malicious insiders, data breaches, and insecure interfaces. To 
address these challenges, implementing homomorphic encryption 
could provide a robust solution. This encryption technique allows for 
the collection and sharing of patient data across various locations 
while maintaining privacy and security. By integrating these 
technologies, healthcare providers can bolster data security, 
streamline operations, and ultimately enhance patient care.

BACKGROUND

• Sensitive information 
remains safeguarded 
throughout 
processing, ensuring 
privacy and security.

• Offers a flexible and 
secure method for 
processing sensitive 
information, 
preserving 
confidentiality while 
allowing for essential 
computations to be 
performed

RESULTS

Health data from multiple datasets, sourced 
from Kaggle, undergo horizontally partitioned 
learning to maintain patient privacy. This 
process involves strict privacy constraints that 
confine records within individual clients and 
encrypt shared information. Collaboratively, 
linear regression with gradient descent is 
utilized in the model-building process, ensuring 
the safeguarding of sensitive patient 
information.

In this simulation, each client performs 
correlation analysis on the same dataset, 
focusing on variables like Glucose and Blood 
Pressure. The correlation analysis results from 
each client are then averaged to compute a 
final correlation coefficient. This coefficient, 
along with Mean Squared Error (MSE), is 
displayed in a table showcasing the 
performance of different datasets in the model-
building process.

CONCLUSION

• Successfully perform correlation 
analysis and Mean Squared Error onto 
encrypted data

• Patient data is secured and never 
compromised between each client.

• Promising solution for data security 
and privacy, especially in healthcare.

• Health professionals can leverage 
encryption schemes to predict lifestyle 
factors and health triggers.

FUTURE WORK

• Optimized algorithms and enhanced 
efficiency expected to make homomorphic 
encryption more accessible.

• Transformative applications anticipated in 
secure health data sharing, analytics, and 
collaborations.

• Expected role of homomorphic encryption 
in revolutionizing healthcare practices by 
providing robust data security.
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